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Challenge 2: Browsers under attack (intermediate)
Submission Template

Submit your solution at http://www.honeynet.org/challenge2010/ by 17:00 EST, Monday, March 1st 2010. Results will be released on Monday, March 15th 2010. 
	Name (required):
	Email (required):

	Country (optional):
	Profession (optional): 

_ Student 

_ Security Professional 


_ Other




	Question 1. List the protocols found in the capture. What protocol do you think the attack is/are based on?
	Possible Points: 2pts

	Tools Used:

Awarded Points:

	Answer 1.




	Question 2. List IPs, hosts names / domain names. What can you tell about it - extrapolate?
	Possible Points: 4pts

	Tools Used:

	Answer 2.




	Question 3. List all the web pages. List those visited containing suspect and possibly malicious javascript and who's is connecting to it? Briefly describe the nature of the malicious web pages
	Possible Points: 6pts

	Tools Used:

	Answer 3.




	Question 4. Can you sketch an overview of the general actions performed by the attackers?
	Possible Points: 2pts

	Tools Used:

	Answer 4.




	Question 5. What steps are taken to slow the analysis down?
	Possible Points: 2pts

	Tools Used:

	Answer 5.




	Question 6. Provide the javascripts from the pages identified in the previous question. Decode/deobfuscate them too.
	Possible Points: 8pts

	Tools Used:

	Answer 6.




	Question 7. On the malicious URLs at what do you think the variable 's' refers to? List the differences.
	Possible Points: 2pts

	Tools Used:

	Answer 7.




	Question 8. Which operating system was targeted by the attacks? Which software? And which vulnerabilities? Could the attacks been prevented?
	Possible Points: 4pts

	Tools Used:

	Answer 8.




	Question 9. What actions does the shellcodes perform? Please list the shellcodes (+md5 of the binaries). What's the difference between them?
	Possible Points: 8pts

	Tools Used:

	Answer 9.




	Question 10. Was there malware involved? What is the purpose of the malware(s)? (We are not looking for a detailed malware analysis for this challenge)
	Possible Points: 4pts

	Tools Used:

	Answer 10.




Bonus
	UXVlc3Rpb24gQm9udXMgKGZvciBmdW4pLiBBZGRpdGlvbmFsIDEgcG9pbnQgZm9yOiAKV2hh

dCBjYW4geW91IHRlbGwgYWJvdXQgZGF0ZXMvdGltZT8gQW55dGhpbmcgd3Jvbmc/IENhbiB5

b3UgcHJvcG9zZSBhIHBsYXVzaWJsZSBleHBsYW5hdGlvbj8KRG8geW91IHRoaW5rIHRoYXQg

dGhlIG5ldHdvcmsgY2FwdHVyZSAocGNhcCkgd2FzIG1hZGUgb24gYSBsaXZlIGVudmlyb25t

ZW50PyAK

	Tools Used:

	Answer
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